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1
DATA SECURITY SYSTEM AND METHOD

This patent application is based upon and claims priority
of provisional patent application No. 60/260,398, filed Jun.
5, 2001; application No. 60/287,813, filed on May, 2, 2001;
application No. 60/267,944, filed Feb. 12, 2001; application
No. 60/247,242, filed Nov. 13, 2000 and application No.
60/247,232, filed Nov. 13, 2000.

The present invention relates to a data security system and
method and, more specifically, the filtering, extraction and
controlled release of data utilizing security protocols.

BACKGROUND OF THE INVENTION

The extensive use of computers and the continued expan-
sion of telecommunications networks, particularly the Inter-
net, enable businesses, governments and individuals to cre-
ate documents (whether text, images or a combination
thereof, sometimes identified by others as “data objects™)
and distribute those documents widely to others. Although
the production, distribution and publication of documents is
generally beneficial to society, there is a need to limit the
distribution and publication of security sensitive words,
characters or icons. Concerns regarding the privacy of
certain data (for example, an individual’s social security
number, credit history, medical history, business trade
secrets and financial data) is an important issue in society. In
another words, individuals and businesses have a greater
concern regarding maintaining the secrecy of certain infor-
mation in view of the increasing ease of distribution of
documents through computer networks and the Internet.

U.S. Pat. No. 6,055,544 to DeRose et al. discloses the
generation of chunks of a long document for an electronic
book system. DeRose 544 discloses solutions available to
book publishers to publish books in electronic format on the
worldwide web. One of the problems is that the books are
published as small document fragments rather than publish-
ing an entire book which, due to the formatting, protocol and
command structure on the Internet, downloads an entire
book to the user. The problem involved with publishing
small documents is that there is no relationship to other
portions of the book. See col. 3, lines 51-55 and col. 4, lines
3-5. One methodology to solve the problem involves insert-
ing hypertext links in the book. This places a large burden
on the book publisher. Col. 4, lines 19-21. Accordingly, it is
an object of DeRose ’544 to provide a mechanism for
accessing only a portion of a large, electronically published
document and automatically determining what portion of the
document to download to the user based upon user selec-
tions that is, previous portions and subsequent portions of
the document are downloaded with the selected portion,
without maintaining separate data files for each portion of
the document. Col. 4, lines 34-39. In other words, if a person
wanted to access chapter 4 of a text, the system in DeRose
544 would display chapter 4, chapter 3 (the preceding
chapter) and chapter 5 (the subsequent chapter). This pub-
lishing of portions of the document utilizes a subset of
marked up elements established as being significant and a
second subset of elements being less significant. For
example, “Title elements” define a table of contents. A first
representation of the document structure defined by all of the
marked up elements may be used in combination with a
second representation of the document structure defined
only by the significant elements to control selection of
portions of the documents such that previous and subsequent
portions may be selected and rendered in a consistent and
intuitive manner.” Col. 4, lines 38-55. A computer system
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stores a first representation of the hierarchy of all elements
in the electronic document. As example, this may be each
chapter in its entirety. The computer also stores a second
representation of the hierarchy of only significant elements
in the electronic document. As an example, this may be a
listing of each chapter without the text associated with the
chapter. In response to request for a portion of the document,
the computer system selects the portion defined by the
significant element in the second representation. For
example, if the user requested chapter 4, the entirety of
chapter 4 would be downloaded from the web server to the
client computer. In addition to rendering or publishing the
selected chapter, the computer system looks to the relation-
ship of the elements in the first representation of the hier-
archy (the list of all chapters) and downloads from the web
server the adjacent chapters. In this example, this would
involve downloading chapters 3 and chapter 5. In a further
embodiment, the computer system selects only a leaf ele-
ment of the second representation as a significant element
during the download. See the Summary of the Invention, col.
4, line 40 through col. 6, line 14.

U.S. Pat. No. 5,832,212 to Cragun et al. discloses acen-
soring browser method for viewing downloaded and down-
loading Internet documents. The abstract describes the sys-
tem as including a user profile including user selected
censoring parameters. Data packet contents are received
from the Internet and the packets are compared with the user
selected censoring parameters. Responsive to the compari-
son, the received data packet contents are processed and
selectively displayed. The user selected censoring param-
eters include censored words and word fragments, and user
selected categories. Compared word and word fragments
can be removed and selectively replaced with predefined
characters or acceptable substitute words. Tallies of weights
for user selected categories are accumulated and compared
with used selected threshold values. A predefined message
can be displayed responsive to an accumulated tally exceed-
ing a user selected threshold value without displaying the
received data packet contents.

U.S. Pat. No. 6,094,483 to Fridrich discloses an encryp-
tion methodology hiding data and messages in images. In
one application of the system in Fridrich 483, a method is
disclosed of embedding a secret digital square image with
256 gray levels within an image carrier. The secret image is
first encrypted using a chaotic Baker map. The resulting
image is a random collection of pixels with randomly
distributed gray levels without any spatial correlations. The
carrier image which is twice the size (height and width or
2nx2m) the secret image with 256 gray levels. The carrier
image is modified according to a mathematical formula.

U.S. Pat. No. 5,485,474 to Rabin discloses a scheme for
information dispersal and reconstruction. Information to be
transmitted or stored is represented as N elements of a field
or a computational structure. These N characters of infor-
mation are grouped into a set of n pieces, each containing m
characters. col. 1, lines 37-46. The system is used for fault
tolerance storage in a partitioned or distributed memory
system. Information is disbursed into n pieces so that any m
pieces suffice for reconstruction. The pieces are stored in
different parts of the memory storage medium. A fairly
complex mathematical algorithm is utilized to provide
reconstruction of the information utilizing no fewer than m
pieces.

U.S. Pat. No. 6,192,472 B1 to Garay etal. discloses a
method and apparatus for the secure distributed storage and
retrieval of information. Garay *472 identifies the problem
as how to store information in view of random hardware or
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telecommunications failures. Col. 1, lines 17-20. The initial
solution is to replicate the stored data in multiple locations.
Col. 1, lines 28-31. Another solution is to disburse the
information utilizing in Information Disbursal Algorithm
(IDA). The basic approach taking in IDA is to distribute the
information F being stored among n active processors in
such a way that the retrieval of F is possible even in the
presence of up to t failed (inactive) processors. Col. 1, lines
40-44. Another issue is the utilization of cryptographic
tools. With the use of tools called distributed fingerprints
(hashes), the stored data is distributed using the fingerprints
and coding functions to determine errors. In this way, the
correct processors are able to reconstruct the fingerprint
using the code’s decoding function, check whether the
pieces of the file F were correctly returned, and finally
reconstruct F from the correct pieces using the IDA algo-
rithm. Col. 2, lines 50-59. Garay *472 also discloses the use
of Secure Storage and Retrieval of Information (SSRI) with
the added requirement of confidentiality of information. Col.
3, line 56. With this added requirement, any collision of up
to t processors (except ones including the rightful owner of
the information) should not be able to learn anything about
the information. Confidentiality of information is easily
achieved by encryption. Col. 3, lines 56-61. The issue
involves encryption key management, that is, the safe
deposit of cryptographic keys. Garay 472 discloses confi-
dentiality protocol utilizing distributed key management
features. This mechanism allows the user to keep his or her
decryption key shared among several n servers in such a way
that when the user wants to decrypt a given encrypted text,
the user would have to interact with a single server (the
gateway) to obtain the matching plaintext while none of the
servers (including the gateway) gets any information about
the plaintext. Col. 4, lines 5-14.

U.S. Pat. No. 5,996,011 to Humes discloses a system and
a method for filtering data received over the Internet by a
client computer. The system restricts access to objectionable
or target data received by a client computer over an Internet
by a web server by filtering objectionable data from the data
received. The Humes *011 system filters the data “on the
fly.” Further, the Humes *011 system can be applied to
process any type of target data from the data received and
displayed to the user. Col. 2, lines 32-44. If the web page
requested by the user contains only a minimum amount of
objectionable or target data, the user receives only a portion
of the filtered web page for viewing. Hume 011 also
provides that if the web page contains a large amount of
objectionable material, the system blocks the entire display
of'the web page on the user’s computer monitor. Col. 2, lines
56-62. Hume ’011 provides three levels of filtering. At the
first level, if the domain name contains objectionable words
or material, the initial download from the domain is blocked.
At the second level, the text in the download is filtered and
objectionable words are replaced with a predetermined icon,
for example, “- - - -”. Col. 3, lines 32-35. The filter uses a
dictionary. Col. 3, lines 45-48. The filtered out words are
counted. If the final score of “filtered out” material exceeds
a predetermined threshold, the entire page is blocked from
the user’s view. Col. 4, lines 2-4.

U.S. Pat. No. 5,905,980 to Masuichi, et al., discloses a
document processing apparatus for processing various types
of documents, a word extracting apparatus for extracting a
word from a text item including plural words, a word
extracting method used in the document processing appa-
ratus, and a storage medium for storing a word extracting
program. Extracted words are associated with other words
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4

via an algorithm. The extracted words and associated words
are used as a search index for the document.

U.S. Pat. No. 5,996,011 to Humes discloses a computer
based system and method for filtering data received by a
computer system, and in particular, for filtering text data
from World Wide Web pages received by a computer con-
nected to the Internet, for purposes of restricting access to
objectionable web sites.

U.S. Pat. No. 6,148,342 to Ho discloses a system for
managing sensitive data. The system prevents a system
administrator from accessing sensitive data by storing data
and identifier information on different computer systems.
Each query from a user’s terminal is encrypted using two
codes, the first code readable only by an identifier database
and a second code readable only by a data access database.
The data is routed from the user’s source terminal to the
identifier database at the first computer. The first computer/
identifier database first verifies the user’s ID and the security
clearance for the requested information and substitutes a
second internal ID to the data packet/query. The modified
query is then presented to the data access database (the
second computer) and, subject to a second security clear-
ance, the response to the data query is sent back to the user’s
source terminal.

A publication entitled “Element-Wise XML Encryption”
by H. Maruyama T. Imamura, published by IBM Research,
Tokyo Research Laboratory, Apr. 20, 2000 discloses a
protocol or process wherein certain parts of an XML docu-
ment are encrypted and the balance of the plaintext is not
encrypted. The protocol is useful in three party transactions,
for example, when a buyer sends an order in an XML
document to a merchant which contains the buyer’s credit
card information. The credit card information is sent to a
credit company and the merchant does not need to know the
credit number as long as he obtains clearance or authoriza-
tion from the credit card company. Another instance is an
access control policy which requires a certain part of an
XML document to be readable only by a privileged user (for
example, a manager could access the salary field in an
employee records but others could only access name, phone
and office fields). The Imamura article discusses encryption
protocol, the delivery of keys and the utilization of com-
pression. The article does not discuss separate storage of the
critical data apart from the plaintext of the XML document.

The Ingrain 1100 Content Security Appliance product
brochure, available in June, 2001, discloses a system
coupled to multiple web servers (computers) to accelerate
secured transactions between multiple client computers
(over the Internet) and prevents Secure Sockets Layer SSL
performance bottlenecks by performing high-performance
SSL handshakes and encrypting all data sent to back end
servers using long-lived SSL session.

An article entitled “Survivable Information Storage Sys-
tems” by J. Wylie M. Bigrigg, J. Strunk, G. Ganger, H.
Kiliccote, and P. Khosla, published August, 2000 in COM-
PUTER, pp. 61-67, discloses a PASIS architecture which
combines decentralized storage system technologies, data
redundancy and encoding and dynamic self-maintenance to
create survivable information storage. The Bigrigg article
states that to achieve survivability, storage systems must be
decentralized and must spread information among indepen-
dent storage nodes. The decentralized storage systems par-
tition information among nodes using data distribution and
redundancy schemes commonly associated with disc array
system such as RAID (redundancy array of independent
discs) insuring scalable performance for tolerance. P. 61.
Thresholding schemes—also known as secret sharing
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schemes or information disbursal protocols—offer an alter-
native to these approaches which provide both information
confidentiality and availability. These schemes and codes,
replicate, and divide information to multiple pieces or shares
that can be stored at different storage nodes. The system can
only reconstruct the information when enough shares are
available. P. 62. The PASIS architecture combines decen-
tralized storage systems, data redundancy and encoding and
dynamic self-maintenance to achieve survivable information
storage. The PASIS system uses threshold schemes to spread
information across a decentralized collection of storage
nodes. Client-side agents communicate with the collection
of storage node to read and write information, hiding decen-
tralization from the client system. P. 62. The device main-
tains unscrubable audit logs—that is, they cannot be erased
by client-side intruders—security personal can use the logs
to partially identify the propagation of intruder-tainted infor-
mation around the system. P. 63. The article states that, as
with any distributed storage system, PASIS requires a
mechanism that translates object names—for example file
names—to storage locations. A directory service maps the
names of information objects stored in a PASIS system to
the names of the shares that comprised the information
object. A share’s name has two parts: the name of the storage
node on which the share is located and the local name of the
share on the storage node. A PASIS file system can embed
the information needed for this translation in directory
entries. P.63. To service a read request, the PASIS call client
(a) looks up in the directory service the names of the n shares
that comprise the object; (b) sends read requests to at least
m of the n storage nodes; (c) collects the responses and
continues to collect the responses until the client has col-
lected m distinct shares; and (d) performs the appropriate
threshold operation on the received shares to reconstruct the
original information. P. 63. The p-m-n general threshold
scheme breaks information into n shares so that (a) every
shareholder has one of the n shares; (b) any m of the
shareholders can reconstruct the information; and (¢) a
group of fewer than p shareholders gains no information. P.
64. Secret-sharing schemes are m-m-n threshold schemes
that trade off information confidentiality and information
availability: the higher the confidentiality guaranty, the more
shares are required to reconstruct the original information
object. Secret sharing schemes can be thought of as a
combination of splitting and replication techniques. P. 64.
The article discusses the technique of decimation which
divides information objects into n pieces and stores each
piece separately. Decimation decreases information avail-
ability because all shares must be available. It offers no
information theoretic confidentiality because each share
expresses 1/n of the original information. P. 64. Short secret
sharing encrypts the original information with a random key,
stores the encryption key using secret sharing, and stores the
encrypted information using information disbursal. P. 64. An
extension to the threshold schemes is cheater detection. In a
threshold scheme that provides cheater detection, shares are
constructed in such a fashion that a client reconstructing the
original information object can tell, with high probability,
whether any shares have been modified. This technique
allows strong information integrity guarantees. Cheater
detection can also be implemented using cryptographic
techniques such as adding digest to information before
storing it. P. 65. For the highest architecture to be effective
as possible, it must make the full flexibility of threshold
schemes available to clients. The article believes this option
requires automated selection of appropriate threshold
schemes on a per object basis. This selection would combine
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object characteristics and observations about the current
system environment. For example, a client would use short
secret sharing protocol to store an object larger than a
particular size and conventional secret sharing protocol to
store smaller objects. The size that determines which thresh-
old scheme to use could be a function of object type, current
system performance, or both. P. 67.

OBIJECTS OF THE INVENTION

It is an object of the present invention to provide a data
security system, an information processing system and a
method for securely storing data and rebuilding that data in
the presence of an adequate security clearance.

It is another object of the present invention to provide a
method for securing data on a single personal computer
(PC), on a plurality of computers linked together through a
local area network (LAN) or a wide area Network (WAN).

It is a further object of the present invention to provide a
method for securing data utilizing a client-server computer
system. The client-server computer system may be imple-
mented over the Internet.

It is a further object of the present invention to provide a
method for securing data which is highly flexible and
programmable by a user.

It is an additional object of the present invention to enable
the user to establish (a) the scope of the security sensitive
words, characters or icons, (b) the future use (or destruction)
of a filter enabling extraction of security sensitive data, (c)
the selection of storage locations for extracted data and
remainder or common data and (d) one or multiple levels of
security limiting full reconstruction and enabling partial
reconstruction of the extracted data and the remainder or
common data.

These steps may be completely automated (after some
parameters are set or programmed by a system administra-
tor), may be fully programmable by the user, or may be a
combination of automated and manual controls imple-
mented by the systems administrator and/or the user-client.

SUMMARY OF THE INVENTION

The method for securing data in a computer system
includes establishing a group of security sensitive words,
characters or icons, filtering the data input from a data input
device and extracting the security sensitive data. The
extracted data is separated from the remainder data and is
separately stored. In one embodiment on a personal com-
puter (PC) system, the extracted data and the remainder or
common data is stored in different, distributed memory
segments. In a network implementation, the extracted data
may be stored in one computer and the remainder or
common data may be stored in another computer. In a
client-server implementation, the server may direct storage
of the extracted data to a different location than the remain-
der data, either on the server or on a further memory system
(computer) interconnected to the server or on the client
computer and in distributed memory segments. A map may
be generated by a software module or sub-system indicating
the location of the extracted data and the remainder data in
the network. The filter may be destroyed (via a deletion
routine) or may be retained for future use by the user. The
map may be stored on the client computer or the user’s PC
or may be stored on the server. Copies of the map may be
removed (deleted) from the user’s PC or the client computer.
The extracted data and/or the remainder data may be
removed (deleted or scrubbed) from the originating com-
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puter. Encryption can be utilized to further enhance the
security levels of the system. All transfers of the filter
between the client to the server may be encrypted, and all
data (whether extracted data or remainder data) may be
encrypted prior to storage in the distributed memory. Any
transfer of extracted data or remainder data or maps or filters
may include an encryption feature. Reconstruction of the
data is permitted only in the presence of a predetermined
security clearance. A plurality of security clearances might
be required which would enable a corresponding plurality of
reconstructing users to view all or portions of the data.
Persons with low level security clearance would only be
permitted to have access to low level extracted data (low
level security sensitive data) and the common data. Persons
with high level security clearances would be permitted
access to the entire document reconstituted from the
extracted data and the remainder data. A computer readable
medium containing programming instructions carrying out
the methodology for securing data is also described herein.
An information processing system for securing data is also
described.

The present invention can be configured in various forms.
The following descriptions discuss various aspects of the
invention and further advantages thereof.

The present invention enables automatic classification
and declassification of documents on the fly. The extraction
process downgrades and declassifies documents on the fly
(in real time) so that they are useless to unauthorized parties.
Presentation by a user of a valid security clearance enables
substantially instant and seamless reconstitution of the secu-
rity sensitive content.

The present invention automatically secures unstructured
documents and free form documents for example, e-mail,
instant messaging, or Word documents (input documents).

The present invention automatically secures structured
documents and transactional documents for example, data-
base records or XML documents (input documents).

The present invention introduces flexibility into security
management, risk management of data, data storage, and
data flows and enable automatic responsiveness to threats.
The innovation enables automatic response to security chal-
lenges and threats. The innovation can maintain, upgrade
and downgrade the levels of security through implementa-
tion of a leveled granular extraction process and a con-
trolled-release mechanism. Attacks or other external events
can trigger a response in the form of higher extraction levels,
expanding the type of content extracted, and constricting the
release of important and critical data control from storage.
How much and what to extract depends on the level of threat
or perceived risk. In same manner, the amount and type of
content released from storage and reconstituted depends on
the level of threat or risk perceived by the system. The
system delivers a level of security protection specifically
matched to meet security needs as dictated by the changing
security threats, environment, policy and organizational
needs.

The present invention introduces multiple levels and
standards of security. It is common knowledge that the
highest security is delivered through total separation.
Whereas this concept has only been implemented physically
or by isolating computer environments, the invention
achieves this concept of total separation within open and
networked computer environments. The invention can
implement a total physical and logical separation of impor-
tant and critical data from its context and can preclude
access to that information without a needed granular access
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permission. The invention is also effective for sounds and
images (data objects as security words, characters, terms or
icons).

The present invention introduces a new method and
apparatus to monitor security sensitive content through a
process of analysis and categorization of each word or
character, in a document. The invention enables processing
of every character, word, number, as they are entered into a
document and categorizes each into one of many pre-set
categories. Categories can include surnames, locations, cur-
rency, defined terminology, and unknown words or phrases.

The present invention introduces a method and apparatus
for plain text extraction and dispersion of security sensitive
data. Maximum security with traditional methods encum-
bers free flow of information and business efficiency.
Encryption burdens computer systems with high perfor-
mance overhead, and its use is limited to the parties who
have decryption capabilities. The invention offers a new
solution. It enables leveled security in plain-text format, in
addition to none, some, or all of pre-existing encryption,
decryption, firewalls, and other security infrastructure. The
level of security is determined by the extent of the security
sensitive items, selection process; the extent of dispersal to
various distributed storage locations; the rules for con-
trolled-release from storage; and the access rules governing
the reconstitution of extracts into the secured document.

The extractions are dispersed to distributed storage on a
granular level. The rest of the document can be stored at its
original location and/or other storage locations. Dispersal of
extractions introduces new barriers not existing in current
security. In certain situations, an attacker has first to find the
(encrypted) map to the locations, then locate and access the
distributed storage, get the data released from the controlled-
release storage, and finally reintegrate the extracts into the
appropriate documents.

The present invention introduces a method and apparatus
for targeted extraction and encryption of security sensitive
items. The extraction capabilities of the system enable
different workflow modes. The system enables extraction
and encryption of important and critical content. In essence,
only the critical content is extracted and/or encrypted,
whereas the rest of the document remains as plaintext. This
capability enables the following: advantages and flexibility;
and the ability to share the document within the organization
or transmit it to outsiders while still maintaining security
over the most important and critical content of the docu-
ment. This is an automatic process for controlling the
content of outgoing e-mail. The document owner releases
the important and critical content by enabling access to it to
defined parties at defined times within defined threat modes.

The present invention introduces a method and apparatus
for encrypting document or extractions with multiple
encryption types. The invention can deliver the highest level
of security by using multiple types of encryption (and/or
multiple keys) for one line, paragraph or document. Maxi-
mum security is delivered through automatic selection of
security sensitive items, and encrypting these extractions
with one or more types of encryption. The remainder data
can also be encrypted. Multiple encryption types within one
document statistically precludes deciphering that document
regardless of the available computer power. Common
encryption methods are vulnerable through existing tech-
nologies, social engineering methods, carelessness, and
workflow habits. Furthermore, simple encryption becomes
more vulnerable (including triple DES) assuming future
mathematical breakthroughs or quantum computing. Exist-
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ing methods to crack block ciphers are being improved to
compromise the future AES Rinjdael standard.

The present invention to introduce a method and appara-
tus for content dispersion. The innovation enables control
over specific important and critical content items within the
general contents of documents or digital files in a computer
or within a network. The immediate controlled-release of
those important content items according to specific identi-
fication and access criteria proactively safeguards the secu-
rity and the value of documents or digital files. The content
control enables broad dissemination of the digital files in
closed networks, as well as open networks including the
Internet, without compromising the security of the important
and critical information in the digital file. The dispersal
channels can include any of all of the following: networks,
Internet, Virtual Private Channel. Telephone lines, Optical
lines, Wireless, Fax, Documents, Verbal communication.

The present invention introduces a method and apparatus
for enhancing the survivability capabilities of an organiza-
tion and its networks. If networks get damaged, the decryp-
tion capability, such as PKI, is likely to be compromised, or
at a minimum, suspended. In such instances, the invention
enables continuation of work on channels, which need not be
secure. In addition, the dispersion of information guarantees
maximum partial reconstitution to documents and transac-
tions, or total reconstitution to documents and transactions
benefiting from backup at distributed storage facilities.

The present invention introduces a method and apparatus
for delivering security for inter-connecting networks. It
enables security for closed networks connecting to the
Internet and other open networks. The Internet infrastructure
and open networks are not secure. Even secured closed
networks, such as VPNs, are not secured enough. The
critical content of documents is the critical asset of the
organization and must be highly secured, with maximum
reliability, fill transparency and instant accessibility. To
remain competitive, organizations must maximize utility of
the critical data within their documents, files, databases and
servers. The securing of such documents must not be at the
expense of compromising the access or processing speed of
such documents. The invention enables work in plain text, as
well as with encryption. Working in plain text reduces the
computing performance overload.

The present invention introduces a method and apparatus
for delivering information flow control in decentralized
environments. Protection of privacy and confidentiality of
information represents a long-standing challenge, The chal-
lenge has become much bigger with the expansion of the
Internet, which has created decentralized networks. Parties,
who do not know or trust each other, have to exchange
information. The invention enables free flow and sharing of
information between parties by removing burdening security
restrictions and creating top security with a controlled-
release of the security sensitive content in the documents.
The technology enables top security through introduction of
user and organization’s ownership and control of the critical
granular data in documents.

The system introduces an additional layer of access
controls at the granular level of the user document. In order
to view the reconstructed critical information the user would
need to be verified by additional access controls at the data
storage level. The user access code or a physical key enables
release of data from the storage. Today’s access controls do
not stop the user from distributing documents to other
parties. The inventions fined grained controlled-release
mechanism releases the critical information, only under a
required set of circumstances and access validation. The
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invention enables the user ownership of his security sensi-
tive critical data and conditions for its release and dissemi-
nation. The user has the option to hide the critical data
through declassification process and release through a
reclassification process in which the critical data would be
reconstituted in the document.

The present invention introduces a method and apparatus
for delivering Compartmentalization of security sensitive
content by leveled access to users. The invention creates
leveled sharing of information, for example such that per-
sons with level 3 access will have keys for encryption type
RSA persons with level access 2 will have access to Blow-
fish encryption within one document.

The present invention introduces a method and apparatus
for enabling more use of distributed and dispersed storage
including ASPs (application service providers). There is a
major human tendency to refrain from sending important
documents to web storage locations because of potential
security breaches. This cultural issue is both driven by
psychological issues and well-founded security concerns.
The retention of those documents as is in physical proximity
or locked security, provides actual security but precludes
gaining any utility from those documents in a functional
business setting. Instead the invention enables functional
distribution of those documents without the security sensi-
tive data, and a controlled-release of some or all of the
extractions in a granular way in order to support business
activities while retaining security.

The present invention introduces a method and apparatus
for enabling lower storage costs. The extraction process
declassifies and downgrades mission critical documents.
The downgrading and transformation of a critical document
into a non-critical document, enables storage in less secured
and lower cost storage. Taking advantage of this security-
initiated, extraction process can yield substantial storage
cost savings. The invention enables a high return on invest-
ment ROI for system storage cost arbitrage. Splitting the
data into critical and non-critical enables 20 to 90% savings
on storage cost.

The present invention delivers an automated security risk
management system that creates added in-depth security
defenses at the semantic-level as well as creation of con-
trolled-release mechanisms at the storage-level with signifi-
cantly reduced performance overhead requirements.

The present invention presents a technology which
answers the security demands as required by Committee on
Information Systems Trustworthiness of the National
Research Council. The Committee’s report, Trust in Cyber-
space (1999), defines the security paradigms needed for a
safe future. The report states: The substantial commercial
off-the-shelf(COTS) makeup of a network information sys-
tems, the use of extensible components, the expectation of
growth by accretion, and the likely absence of centralized
control, trust, or authority demand a new approach to
security: risk mitigation rather than risk avoidance; tech-
nologies to hinder attacks, rather than prevent them outright;
add-on technologies and defense in depth; relocation of
vulnerabilities rather than their elimination; none of the
existing or security technologies addresses these needs in
whole. The invention breakthroughs this barrier by provid-
ing a single system which implements each one of those four
elements in a unified way. The invention controls informa-
tion flow in centralized and decentralized environments,
through controlled-release of information within distributed
systems.

The present invention implements security measures
while accommodating the performance needs of a network.
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The invention provides a method and apparatus to ease
overhead performance on congested computer networks. It
can adjust the security defenses based on the performance
needs of the network. Many security systems overburden the
already burdened computing environment in terms of com-
putational overhead, labor, and training requirements. The
invention enables to ease the overhead performance of a
network by transforming from high overhead performance,
encryption methods, and other security methods, to the
method presented by this invention.

The present invention minimizes the time of exposure of
the important content within a document. The invention
enables to separate the important content from the rest of the
document for substantial periods of time, thereby minimiz-
ing substantially the exposure to risk. It is possible for
example to extract the important content from the document
and release it for reconstitution only when the user will open
the document. In such situations the important content could
for example be time and unexposed for over 99% of the time
and exposed for less than 1% of the time, which lowers the
risk substantially.

The present invention provides a security risk manage-
ment method and system to minimize security risks. The
invention enables minimization of security risks by: Auto-
matic separation and extraction of granular critical data from
the core document. Dispersal of the extracted critical data
groups to different secured storage locations. Reconstitution
of the critical data in document for limited time, to minimize
exposure to risk. Partial reconstitution, of the critical data, in
core document, through a controlled release of granular
critical data. Granular controlled release of data to specific
authorized people only.

The present invention provides a controlled release secu-
rity mechanism to enable the release of content and granular
content from storage locations in a centralized and decen-
tralized environment. The controlled release mechanism
enables release of the appropriate content to the authorized
party at the right time under the right circumstances.

The present invention provides a security solution against
damage by insiders. Studies show that insiders cause
70%-85% of the damage. These nine innovations are
described in detail as follows: The invention enables insiders
and employees to work with documents while managers and
owners control the release of the critical prioritized infor-
mation. The control is granular, thereby enabling continued
work with the rest of the content in the document. The
objective is to empower the user with the highest security
while enabling him maximum sharing and delivery flexibil-
ity. This enables free flow of information between closed
networks and public networks, such as the Internet, without
compromising the security through extraction of important
and critical content. The user can transport documents
through various networks and e-mail services knowing that
the critical information, which is still under control, and is
not compromised.

The present invention provides an automatic security
system in order to overcome human flaws that create secu-
rity vulnerabilities. Human engineering flaws are the cause
of 90% of security vulnerabilities. For example, passwords
are exposed through human fault enabling reading of plain
text before it is encrypted. The invention enables an auto-
matic process of appropriate response to security threats in
an objective way and on an on going basis.

The present invention provides an automatic security
system in order to reduce human labor, and training costs.

The present invention provides protection for important
granular content within a document. A feature left out in
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computer development is the protection and automatic pro-
tection of granular important content in a document. In every
facet of life critical assets are immediately protected. For
example, credit cards and cash are protected in a wallet,
important items at home are placed in closets, wall units,
cabinets and safes.

The present invention provides an alternative method to
encryption. Mathematical security and encryption could be
broken. Discovery of a mathematical equation for a shortcut
of the factoring of prime numbers would be make math-
ematical security and encryption extremely vulnerable.

In 1999 a 512-bit RSA key was broken-at that time 95%
of'keys in e-commerce were 512 bits long. U.S. government
56-bit Data Encryption Standard was cracked in just 22
hours by the Freedom Foundation. 100,000 PCs were con-
nected with a supercomputer which enabled the testing of
245 billion keys per second.

The invention provides an automated security risk man-
agement system. The system automatically responds to
attacks by matching the defenses level to the level of threats
The system responds to security threats through the follow-
ing mechanisms: (1) controlled extraction of sensitive secu-
rity data: in normal circumstances, extractions will take
place according to pre-set rules; in threat situations, addi-
tional extractions will take place to deliver higher security;
in an attack, additional substantial amounts of critical data
will be extracted to deliver the highest security; (2) con-
trolled dispersal to storage locations; in normal circum-
stances, dispersal to different storage locations according to
pre-set rules will take place; in threat and attack situations,
more dispersal to more storage locations, via additional
communication channels will take place; and (3) controlled
release of extracts for reconstitution; controlling amount of
extracts released for reconstitution; controlling time of expo-
sure of extracts in reconstitution; limiting access to specific
people; and limiting access to specific times.

The present invention defends against devices like key-
board sniffers and mouse sniffers that can read information
keyed into the computer and transmit it to an adversary. The
invention enables to input security sensitive items through
data input devices other than the keyboard. For example